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Current use cases

-

Where are
we today?

Growing new uses
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Everything in Cloud

Practices

Where are
we today?

Communication security

9. TLS1.3

Brains

Server leaks

Epik data breach impacts 15 million users,
including non-customers

Scraped WHOIS data of NON-Epik customers also exposed in the 180 GB leak.
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Challenges

Commercial surveillance

The ta
e

There’s no escape from Facebook,
even if you don’t use it

cebook with your privacy. Here's how it keeps raising the pric
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Opportunities: Using the web model in new ways

Data-oriented designs

CoAP observe interfaces
Data-object security
OSCORE

Publish-subscribe data transmission mechanisms
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Opportunities: Security

Beyond communications security

Protecting data at rest & in use Data stays inside encrypted
environment

Oblivious protocols
Confidential computing

Encrypted
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Opportunity: Sensing in networks

6G Joint communication and sensing

Sensing functionality as an integrated part of the communication network
 Higher frequency communications allow sensing the environment
* "Each blockage of a communication link is a sensing opportunity”* Sense the local whether conditions

Sense the local environment
Needs massive data flows & intelligence to recognize what various
sensing observations mean (e.g., car, pedestrian, animal, ...)

Sense the presence and/or

Needs a new way to convey results to applications characteristics objects
« Different from today’s PDP contexts, tunnels, bit pipes

Wide-area Ultra-high-resolution
sensing sensing

*) Chaccour et al: Seven Defining Features of Terahertz (THz) Wireless Systems: A Fellowship of Communication and Sensing






