Role of authorization in wireless network security

Pasi Eronen Jari Arkko
Nokia Research Center Ericsson Research NomadicLab
pasi.eronen@nokia.com jari.arkko@nomadiclab.com

Extended abstract — September 1, 2004

1 Introduction code by a mobile phone text message.

Wireless security work has largely focused on authenti—Pracm?aIIy any protocol includes some usua_llly unstated
sumptions about the players and their business models

cation and key exchange, and using the resulting secu?i?y

association for encryption and integrity protection of indi Its design, and new uses often stretch the limits. Even

vidual packets. Authorization has often been considefgyg"mon Messages tfake som_ewhat d'ﬁefe”.t semantlcs de-
nding on the situation. For instance, within a single ISP

something that “just happens” at some step, and when B “ .
thorization is explicitly considered, it is often simplified t& ADI}JS A_c:cgss—Acce_pt message C.OUId mean yes, give
gess”, while in roaming case it might be better inter-

sending an authenticated identity and other parameter . ) .
reted “yes, | agree to pay you the costs of this session

a “policy black box” and receiving a yes/no answer back. dina t tract”
We think this picture of authorization is both misleadinchlgc_(l:_Or 'Eg ° ourcohn ract.. | h It of the
and insufficient. In this extended abstract, we focus on the'© take an another example, as the result of the “au-

role of authorization in public wireless networks. We ﬁrépentlcatlon gnd I(;ey exchange Plhise’ the IocthWISP ord
illustrate some problems, then discuss the relationship!t fccess points do not necessarily know any authenticate

authorization to, e.g., handoffs and accounting, and find ntifier for the client.
sketch some ideas about how these issues could be bgt_tgr Modular decomposition of protocols

handled in future protocols.
Multi-party systems are often specified as sets of two-

2 Challenges party protocols, each of which tries to be as independent
as possible from the others. This simplifies specification
and gives some flexibility, but the boundaries between the
Our first observation is that enforcing policies that apgotocols can also lead to difficulties.
mainly about money (“anyone who pays is allowed”) is For instance, the “802.11i/EAP/RADIUS system” does
different from enforcing policies about authenticated idenet authenticate any identifier of the access point to the
tities (“anyone in the RD_Employees group is allowed aclient. This is perhaps not too surprising, given the roots of
cess”). Much of this difficulty comes from having multipl&EAP and RADIUS in the dial-up world—and that there is
players and many different business models. not even any good name for the protocol of which 802.11i,

For instance, getting WLAN access might involve n&AP and RADIUS are sub-protocols of!
only the client and the AP, but local access network orProtocol boundaries also restrict what can be done. For
WISP, a mediating network or a roaming broker, a honrestance, current WLANs do not have any protocol or
ISP, and an enterprise buying the service from the hoow@nmunication channel for exchanging authorization re-
ISP on behalf of its employees. And these are only flated information between the client and the AAA proxies.
authorization—actually routing the user’s IP packets is aCurrent experience suggests that such a channel would
separate issue. be useful for many purposes, including retrieving infor-

Another aspect is that different business models anation about the access network (not necessarily about a
used. Traditional subscription-based access with postpsiithle AP), its relationships with roaming brokers, and the
billing is the case often considered, but even, e.g., pservices it provides before fully authenticating to the net-
paid is already quite different. And then we get things likeork [2, 3]. This information would be useful for, e.g.,
credit card payment, buying an access code printed on geeiding which access network to use, which credentials
per from the coffee shop counter, or paying for the accassise, and whether a handoff might be possible.

_ o _ _ Since there is no proper channel to use, people have re-
This document has been produced partially in the context of the Ambient Networks project. The . . . . . . .
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2.1 Business aspects




AAA proxies to the client using a proprietary EAP methoshould be taken into account.

(iPass, Microsoft's WPS). Allow reuse of existing user databases and creden-
tials—One of the few issues EAP got right, even though in

2.3 Fast handoffs some circles the common wisdom seems to be, amazingly

Authorization is also related to fast handoffs (in this alenough, exactly the opposite: each protocol should use its

stract, meaning handoffs not involving the home AAAwn credentials.

server). In particular, the handoff can succeed only if theAvoid hardcoding business models and policies into

new AP is covered by the home network’s “promise fmotocols—This cannot be totally avoided, but keep things

pay”, and in inter-operator case, the new AP accepts flexible (e.g., EAP/802.11i makes credit card payments

promises of this home network. Currently what exacttifficult).

is covered by the implicit promise in RADIUS Access- Do not design components in a vacus#wWhile modu-

Accept is not explicitly defined; and neither is this infolar decomposition is important, it is as important to get the

mation communicated to the client. decomposition right. Especially the multi-party nature of

Communicating this scope explicitly is not withouthe problem should be taken into account. Also, keeping
problems, though: it limits the types of policies that can Isecurity totally separate from the protocol that does the
used by the home network, since the policy has to be intexal work (setting up wireless connectivity between sys-
preted at the access network, and thus represented int¢hes) is not a good idea: create a protocol for doing the
protocol used between them (such as RADIUS). A siwvork securely instead (cf. 802.11/11i relationship).
ple, if unrealistic, example would be allowing a user to Make the entities involved first class citizeAghe en-
access only APs whose MAC address is even. If technitiiés need to be named; that is, given identifiers that can
advances increase the potential scope of handoffs, mogeused as intended destination of messages, and can be
realistic policies can also cause problems: for instanogentioned in messages sent to some third entity.
limiting a user to a particular geographic location, accessThe identifiers are not necessarily long-term or human
technology, or service usage restrictions. [1] readable. Using identifiers that can be authenticated with-

Handoffs also complicate the issue of authorization aadt any infrastructure, in practice meaning hashes of pub-
session related state in the network. For instance, sesfibkeys, may simplify the architecture by decoupling user
termination initiated by the home network requires keeipterface issues (e.g., two entities can agree that they are
ing track of where the client is. A naive implementatiotalking to the same third party without knowing a human
might lead to “chasing the fly around the room” type akadable identifier for it), and solving issues such as “MAC
situation: the client moves around to avoid disconnectiaddress ownership”

Provide proper communication channels between the
entities—Entities involved in authorization should be able
Another type of authorization state held at the netwoitk communicate both prior, during, and after network at-
is related to accounting. Traditional postpaid, where ttechment. The communication channels should be secure
accounting records are processed in batches later, caarmksupport efficient multiplexing of different messages.
often considered separately from authorization during theBe explicit—Explicitly communicate properties and ex-
session, but, e.g., prepaid ties these two together. pectations about other parties’ actions. For instance, iden-

Depending on the circumstances, prepaid balance resiies of the involved parties (not just the client and AP),
vations may be handled by a separate AAA proxy in tiieeir capabilities, and policies that other entities are ex-
network. In this case, either the scope of fast handoffgscted to follow.
limited by the scope of this proxy, or fast handoff signaling Consider authorization state in handefsSome kind
also needs to move the state to the new AAA proxy.  of signaling that involves other entities than old and new

Many existing systems also lack a channel for comnm#iP, such as a local AAA proxy, may be needed for proper
nication accounting-related information to the client: e.@uthorization, either during or after the handoff.
showing the user the cost of the service, or redirecting méknowledgments

user to a web page for recharging his or her prepaid ac- , _ _
count (but without dirty “browser hijack” tricks). We would like to thank Hannes Tschofenig, Pekka Nikan-

der, and Vesa Torvinen for interesting discussions.
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